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Privacy Policy of HAHA VENDING

Release Date: [May 7, 2026]

Effective Date: [May 7, 2026]

Version No.: [May, 2026 Version]

1. Introduction

This Privacy Policy of HAHA VENDING (hereinafter referred to as “this
Policy”) applies when you access and use services of websites operated by
Wuhan HAHA Bianli Science and Technology Co., Ltd. (with contact address
at No. 8 Guannan Yuan 4th Road, Wanqili Science and Innovation Center
(Mayinglong Industrial Park), Building B, Room 301, Donghu New
Technology Development Zone, Wuhan, Hubei Province, China) and its
affiliated companies (hereinafter referred to as “HAHA VENDING” or “We”)
and/or use our services during our exhibition and/or market promotion
activities, covering how we collect and process your personal data for the
services in the EU and the United States.

We are fully aware of the importance of personal information to you. This
Policy is drafted in accordance with the General Data Protection Regulation
(“GDPR”), the California Consumer Privacy Act (“CCPA”) and other
applicable laws and regulations. This Policy describes the purposes, methods,
scope, and information security protection measures of HAHA VENDING’s
collecting, using, storing, entrusted processing, sharing, transferring and
public disclosure of your personal information, as well as the methods we
provide to enable your control over your personal information, such as
accessing, correcting and deleting your personal information under the
scenarios listed in the first paragraph.

Please read carefully and fully understand this Policy to make choices
that you deem appropriate. In addition, please also note the following:

1. This Policy consists of two parts: (I) the General Terms; and (II)
the Special Terms:

a） The terms in the "General Terms" apply to users in the EU



2 / 26

and the United States.

b）The "Special Terms", as part of this Policy, contain terms
that apply only to specific jurisdictions where HAHA
VENDING provides products and/or services. For the
avoidance of doubt, the contents stated in the Special Terms
apply only to users of HAHA VENDING within the specific
jurisdictions.

c） To the extent that there is any inconsistency between the
General Terms and the Special Terms, the Special Terms
shall prevail to the extent necessary to resolve such
inconsistency.

2. This Policy applies only to the personal information we collect.

This Policy will help you understand the following:

1. Introduction

PART I GENERAL TERMS

2. How Do We Collect and Use Your Personal Information

3. Collection and Use of Minors' Information

4. How Do We Use Cookies and Similar Technologies

5. How Do We Entrust, Share, Transfer and Publicly Disclose Your

Personal Information

6. How Do We Protect Your Personal Information

7. How Do We Store Your Personal Information

8. Your Rights

9. How Do We Update This Policy

10. How to Contact Us

PART II SPECIAL TERMS

11. Additional Information for European Union Residents

12. Additional Information for California Residents

Relevant Terms and Definitions
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PART I GENERAL TERMS

2. How Do We Collect and Use Your Personal Information

To better serve your purposes, we may collect and use your personal
information based on the principles of legality, fairness, necessity and
transparency and based on purposes described in this Policy. If we use your
personal information for purposes other than the scope described in this
Policy, or collect your personal information for other special purposes, we will
notify you in a reasonable manner and obtain your consent again before
collecting or using such information.

2.1 Personal Information Provided Directly by You

To provide better service and enhance your using experience, we may
need to collect the relevant information for the following functions. If you
refuse to provide the following information, we cannot provide the following
expanded business functions and services to you.

(1) Send Inquiry

If you wish to send inquiry, you need to fill in and submit your name,
phone number, email or WhatsApp, country, purpose and message.

(2) Contact Us

If you wish to contact us, you need to fill in and submit your name,
phone number, email, message, whether you have prior knowledge of
vending, and whether you have a location.

(3) Get a Quote

If you wish to get a quote, you need to fill in and submit your name,
phone number, email, message, whether you have prior knowledge of
vending, and whether you have a location.
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(4) Leave a Message

If you wish to leave a message for us, you need to fill in and submit your
phone number, message, whether you have prior knowledge of vending,
and whether you have a location.

(5) Learn More or Purchase Equipment

If you wish to learn more or purchase equipment, you need to fill in and
submit your full name, email address, phone number or WhatsApp, and
message.

(6) Participate in exhibition and/or other market promotion activities

If you wish to stay in touch with us during exhibition and/or market
promotion activities, we may collect your name, phone number, email
address, WhatsApp, company name, job title through an electronic form.

We may use (all or part of the) personal information you provide
described in the scenarios (1) through (6) above to further communicate
with you about our products and/or services, and for the purpose of
profiling, targeted advertising and sending you marketing text messages
or emails, and you can refuse to receive such messages or opt-out of
targeted advertising and profiling by contacting us through the methods
described in Section 10 of this Policy.

2.2 Exceptions Where Consent is not Required

Please kindly note that under the following circumstances, the collection
and use of your personal information does not require your consent:

(1) Relating to the performance of our obligations under laws and
regulations;

(2) Directly related to national security and national defense security;

(3) Directly related to public safety, public health or material public
interest;

(4) Directly related to criminal investigation, prosecution, trial and
judgment execution, etc.;
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(5) To protect material legitimate rights and interests such as the life and
property of data subjects or other individuals, but it is difficult to obtain
consent from the individual;

(6) The personal information involved is disclosed to the public by the
data subject itself;

(7) Collecting personal information that is lawfully and publicly disclosed,
such as from lawful news reports, disclosed government information
and other channels;

(8) It is necessary for the execution and performance of the contracts as
requested by the personal information subject;

(9) It is necessary to maintain the safe and stable operation of the
platform, such as finding and disposing of failure of products and/or
services;

(10) Other circumstances stipulated by laws and regulations.

3. Collection and Use of Minors' Information

HAHA VENDING does not provide services to minors (the definition
of minors shall be subject to the jurisdiction where you are located). If
we accidentally collect personal information of minors (the definition of
minors shall be subject to the jurisdiction where you are located), we
will delete it immediately.

4. How Do We Use Cookies and Similar Technologies

HAHA VENDING may use Cookies and similar technologies to help you
better use the services provided by this Platform. For details on our use of
Cookies and similar technologies, please read the Cookie Policy.

5. How Do We Entrust, Share, Transfer and Publicly Disclose Your
Personal Information

5.1 Entrusted Processing

In order to provide you with better services, certain functionality may be
provided by our technical service partners and we may entrust these partners

https://hahavending.com/wp-content/uploads/2026/05/哈哈便利-海外官网Cookie政策文本.pdf
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to process some of your personal information. We will enter into strict
confidentiality agreements with the companies, organizations and individuals
to whom we entrust to process your personal information, in order to specify
the responsibilities of both parties, the matters, period, nature and purpose of
the processing and require them to process the personal information only in
accordance with our instructions, this Policy and any other relevant
confidentiality and security measures. If you refuse to allow our partners to
collect the personal information necessary for the provision of the service,
you may be unable to enjoy those services provided by such partner. Our
partner includes:

(1) Cloud service provider: We have entrusted a cloud service provider
named hostinger to provide cloud storage services for HAHA
VENDING.

(2) Security and CDN service provider: We have engaged Cloudflare as
our security and CDN service provider for website security protection
and access acceleration services.

5.2 Share

Respecting users' personal privacy is one of our basic principles. We will
not share your personal information with any company, organization or
individual except in the following circumstances: We may share your personal
information in accordance with laws and regulations or mandatory requests
from competent government authorities.

5.3 Transfer

We will not transfer your personal information to any company,
organization or individual, except for the following circumstances:

(1) Transfer with express consent: we may transfer your personal
information to other parties after obtaining your express consent;

(2) Meeting the requirements of laws and regulations, legal procedures,
or mandatory government requirements or judicial rulings;
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(3) In the event of merger, acquisition or bankruptcy liquidation, in case of
transfer of personal information is involved, we will require the new
company or organization holding your personal information to
continue to be bound by this Policy. Otherwise, we will require such
company or organization to obtain your consent again.

Please be aware that if any transfer is required under the above
circumstances, before the transfer, we will inform you of the purpose, type,
transferee of the information to be transferred (if any sensitive information is
involved, we will also inform you of the content thereof) and will conduct
transfer after obtaining your consent, unless otherwise stipulated by laws and
regulations.

5.4 Public Disclosure

We will only publicly disclose your personal information under the
following circumstances:

(1) After obtaining your express consent;

(2) Disclosure based on laws: we may publicly disclose your personal
information as compulsorily required by laws, legal proceedings,
litigation or governmental authorities.

5.5 Exceptions Where Prior Consent for Sharing, Transfer and
Public Disclosure of Personal Information is not Required

According to laws and regulations, under the following circumstances,
we may share, transfer or publicly disclose personal information without
obtaining your prior consent:

(1) Relating to the performance of our obligations under laws and
regulations;

(2) Directly related to national security and national defense security;

(3) Directly related to public safety, public health or material public
interest;
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(4) Directly related to criminal investigation, prosecution, trial and
judgment execution, etc.;

(5) To protect material legitimate rights and interests such as the life and
property of data subjects or other individuals, but it is difficult to obtain
consent from the individual;

(6) The personal information involved is disclosed to the public by the
data subject itself;

(7) Collecting personal information that is lawfully and publicly disclosed,
such as from lawful news reports, disclosed government information
and other channels;

(8) It is necessary for the execution and performance of the contracts as
requested by the personal information subject;

(9) Necessary for maintaining the safe and stable operation of the product
or service provided, including finding and disposing of failure of
products or services;

(10) Other circumstances stipulated by laws and regulations.

6. How Do We Protect Your Personal Information

We attach great importance to the security of your personal information.
We have adopted multi-level protection measures such as technical safety
measures conforming to industry standards and supporting organization
structure and management system, to prevent your personal information from
disclosure, destruction, misuse, unauthorized access, unauthorized
disclosure or alteration to the greatest extent possible. In particular, the
measures include the following:

6.1 Technical Measures for Data Security

(1) For the data transmission security, we adopt the cryptographic
technology such as transport layer security protocol and deploy Https
and other ways to prevent the transmission links from being
eavesdropped, intercepted, and to establish a safe and private data
environment and ensure the confidentiality and completeness of data.
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(2) With regard to the security control of data access and use, we
have implemented a strict data authorization control mechanism. The
core production database is restricted to the internal network access
and does not open public network ports. The production and testing
environments are isolated by network segments. Manual execution of
SQL is conducted through the auditing function built into the data
management tool. The database operates in a primary-backup mode.

6.2 Organization and Management Measures for Data Security

We have specifically established a network and data compliance leading
group to lead the company's cybersecurity, personal information protection
and data security works. In addition, we have established a series of systems
concerning data security, and actively provided relevant special training
sessions for our employees to raise their awareness of personal information
protection and professional competence in this regard.

6.3 Security Incidents Handling

(1) We will formulate emergency response plans for cybersecurity
incidents, promptly handle security risks such as system
vulnerabilities, computer viruses, cyber-attacks, and network
intrusions. When an incident endangering cybersecurity occurs, we
will immediately activate the emergency response plan, take
corresponding remedial measures, and report to the relevant
competent authorities in accordance with regulations.

(2) If a personal information security incident occurs, we will, pursuant
to the requirements of the laws and regulations, inform you promptly
of the basic information and possible impact of the incident,
measures we have taken or will take to deal with the incident,
suggestions for prevention and reduction of the risk on your own, and
remedial measures for you, etc. We will inform you of the relevant
information of the incident in a timely manner by email, letter,
telephone, push notice and other means. Where it is difficult to inform
data subjects one by one, we will publish an announcement in a
reasonable and effective way.
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(3) Meanwhile, we will also proactively report the responses to any
personal information security incident as required by regulatory
authorities.

Please be aware that, although we have implemented various security
measures, the Internet is not an absolutely secure environment and email, IM
and other methods of communication with our users are not encrypted. We
strongly recommend that you do not send personal information by such
means.

7. How Do We Store Your Personal Information

The personal information we collect from you will be stored in the cloud
servers deployed in the United States by our cloud service provider. For the
daily operation，the staff of our headquarter in China will have access to the
data stored in the cloud server. By agreeing to this Policy, you are deemed to
allow us to process such cross-border transfer of personal information. We
warrant that, unless otherwise stipulated by laws and regulations, we will
store your personal information for the minimum period of time necessary to
achieve the purposes for which you authorized. After the expiration of the
storage period, we will promptly delete and/or anonymize your personal
information. In the following circumstances, we may change the storage time
of personal information to comply with legal requirements:

(1) To comply with the application of relevant provisions such as laws and
regulations;

(2) To comply with the provisions of court judgments, rulings or other
legal procedures;

(3) To comply with the requirements of relevant government agencies or
legally authorized organizations;

(4) To protect the personal and property safety of us, our customers,
users or employees;

(5) Other uses reasonably necessary for legitimate rights and interests.

If HAHA VENDING was ceased due to business strategy or other
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reasons, unless otherwise stipulated by laws and regulations, we will notify
you such circumstance, stop collecting your personal information, and delete
or anonymize collected personal information.

8. Your Rights

We will try our best to ensure that you can access to your information. If
we provide you with incorrect information, we will endeavor to provide any
means to allow you to update or delete your information (unless we have to
retain such information for reasons such as compliance with laws and
regulations). You are entitled, in accordance with applicable laws and
regulations, to:

8.1 Access to Your Personal Information

Unless otherwise provided by applicable laws and regulations, you have
the right to access your personal information at any time. For information
about our collection of personal information, please refer to Section 2 and
Section 12.2 of this Policy.

8.2 Correct Your Personal Information

If you find that the personal information you have provided, or that has
been processed by us, is incorrect, you have the right to correct the
information by contacting us at any time in the manner described in Section
10 of this Policy, and we will respond to your request for correction as
promptly as possible.

8.3 Delete Your Personal Information

Unless otherwise provided by laws and regulations, you have the right to
contact us to delete your information in the manner described in Section 10 of
this Policy. You can request us to delete your personal information in the
following circumstances:

(1) Our processing of the personal information violates the laws or
regulations;

(2) We collect or use your personal information without your prior
consent;
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(3) Our processing of the personal information violates the agreement
with you;

(4) You stop using our products or services;

(5) We no longer provide you with products or services;

(6) Other circumstances stipulated by the laws and regulations.

You hereby agree that once the deletion request is responded, your
personal information will be deleted and any information you have provided
and the record of actions you have taken will not be retrievable. The relevant
information may not be deleted from our backup system immediately but will
be deleted when the backup system is updated.

8.4 Changing the Scope of Your Authorization and Consent or
Withdrawing Your Authorization

If you need to change the scope of your authorization for us to continue
collecting your personal information, withdraw your other authorizations, or
restrict or object to our processing of your personal data, you can contact us
in the manner described in Section 10 of this Policy.

Where personal data are processed for direct marketing purposes, you
have the right to object at any time to processing of personal data concerning
you for such marketing, which includes profiling to the extent that it is related
to such direct marketing.

You have right not to be bound by automatic decisions, including user
profiling and targeted advertising, if such right is requested by the privacy
laws in your jurisdiction.

Please understand that specific business functions and services require
your information to be completed. After you withdraw your consent or
authorization, we will not be able to continue to provide you with the services
corresponding to the withdrawn consent or authorization and we will no
longer process your corresponding personal information. However, your
decision to withdraw consent or authorization will not affect the processing of
personal information conducted before based on your previous consent or
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authorization.

8.6 Your Other Rights

Where permitted by law, you may make copies of your personal
information, request to transfer your personal information to a designated
personal information processor and request us to explain the rules for
processing your personal information. You can exercise the above rights by
contacting us through the contact information published in Section 10 of this
Policy.

8.7 Respond to Your Afore-mentioned Request

If you are unable to proceed through the afore-mentioned channels,
please contact us through the contact information described in Section 10 of
this Policy. For security purposes, we may ask you to provide relevant
information to verify your identity before processing your request. We will
respond as soon as possible. Unless otherwise required by the laws of the
state that you are located, generally, we will reply to you within one month
upon receipt of your request (If necessary, we may extend it by an additional
45 days as permitted by law. We will inform you the reason for the extension
within the aforementioned 30-day period, such as the request is too
complicated or too much in volume).

If you are not satisfied with the response you received, you can get in
touch with us through the contact information described in Section 10 of this
Policy and/or refer the complaint to the relevant regulatory authority in your
jurisdiction.

In principle, we do not charge fees for your reasonable requests, but for
repeated requests or requests that exceed a reasonable limit, we may charge
a certain cost-based fee depending on the circumstances. We may deny
requests that are unnecessarily repetitive, require excessive technical means
(for example, a request to develop a new system or make a fundamental
change in the existing practice), pose risks to legitimate rights and interests of
others, or are highly impractical.

According to the requirements of the laws and regulations, we will not be
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able to respond to your requests in the following circumstances:

(1) Related to our performance of obligations stipulated by laws and
regulations.

(2) Directly related to national security or national defense security.

(3) Directly related to public security, public health or material public
interests.

(4) Directly related to criminal investigation, prosecution, trial, execution
of judgment, etc.

(5) There is sufficient evidence to show that you have subjective malice or
abuse your rights;

(6) Where it is necessary to safeguard your or another individual's major
legitimate rights and interests such as life and property, but it is difficult to
obtain data subject’s authorization and consent;

(7) Responding to your request will cause serious damages to your
legitimate rights and interests or those of any other individual or
organization.

(8) Where trade secrets are involved.

(9) Other circumstances stipulated by laws and regulations.

9. How Do We Update This Policy

We may update or change this Policy from time to time, and such
changes form part of this Policy. We will not impair any of your rights
under this Policy without your express consent. We also keep on file the
previous version of this Policy for your reference. The previous privacy policy
may be obtained by contacting us in the method described in Section 10 of
this Policy.

Please read the amended Policy carefully. If you don't agree to this
Policy, or any amendment or update to this Policy, you may choose to
stop using HAHA VENDING’s product and/or service. However, please



15 / 26

be aware that this Policy will still govern your activities before you stop
using the service.

We will publish any changes to this Policy on this page. In such
cases, if you choose to continue to use our service, it means that you
agree to be bound by the amended Policy.

10. How to Contact Us

Should you have any question, comment or suggestion regarding this
Policy, you may contact us in any of the following ways:

(1) Phone:+1（323）767-7987

(2) Email: service@hahavending.com

In general, we will complete the verification and processing within one
month after verifying your user identity. If it takes a longer time to respond to
your request or we are unable to respond to your request, we will send you a
notice and explain the reason within the maximum time limit required by law.

PART II SPECIAL TERMS

11. Additional Information for European Union Residents

11.1 HAHA VENDING’s Lawful Basis for Processing Your Personal
Information

HAHA VENDING will process your personal information after obtaining
your consent. The purpose of processing and the types of personal
information need processing are specified in previous sections. If you have
any question regarding our data processing activities, feel free to contact us
according to contact information specified in Section 10.

Please note that HAHA VENDING may also have the right to process
your personal information without your prior consent under the following
circumstances in accordance with the GDPR:
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(1) processing is necessary for the fulfillment of a contract when the data
subject is one of the party(s) or when it is one of the preconditions for the
data subject to enter into a contract;

(2) processing is necessary for being compliance with a legal obligation
imposed on the controller;

(3) processing is necessary to protect the vital interests of the data
subject or of another natural person;

(4) processing is necessary for the public interest or the exercise of
official authority vested in the controller;

(5) processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party, except where such interests
are overridden by the interests or fundamental rights and freedoms of the
data subject which require protection of personal data, in particular where
the data subject is a child.

11.2 Cross-border Transfer of Your Personal Information

The personal information we collect from you will be transferred and
stored in the cloud servers deployed in the US by our cloud service provider.
For the daily operation，the staff of our headquarter in China will have access
to the data stored in the cloud server. By agreeing to this Policy, you are
deemed to allow us to process such cross-border transfer of personal
information. To ensure that our headquarter process your personal
information in a manner consistent with EU data protection laws, we will enter
into the relevant agreements, which will contain provisions on the adequate
protection of your personal information. At the same time, we have also taken
corresponding compliance and protection measures for cross-border
processing of your personal information in accordance with the requirements
of applicable laws and regulations.

We have also deployed strict measures to safeguard your personal
information, and if you have any questions regarding your personal
information’s security and/or our international transfer manners or would like
to withdraw your consent to the international transfer, you may contact us
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according to the contact information specified in Section 10 and Section 11.3
of this Policy.

11.3 Data Subject Rights

We recognize and protect your lawful rights under GDPR, and you may
exercise your rights at any time via methods stipulated in Section 8 of this
Policy. Besides, you also have a right to lodge a complaint with a supervisory
authority, even though we encourage you to first contact us with any
questions or concerns.

Additional Rights in France: Residents of France have a right to send us
specific instructions regarding the processing of your data after your death by
contacting us according to contact information specified in Section 10 of this
Policy.

12. Additional Information for California Residents

12.1 Additional Rights for California Residents

We recognize and protect your lawful rights under CCPA and other
California Law. You may exercise your rights at any time via methods
stipulated in Section 8. Besides, you also have the following rights:

(1) Right to Know Information Regarding Participation in Data Sharing for
Financial Incentives

We will ask for your consent before collecting your personal
information in connection with offering a financial incentive.

(2) Right to Opt Out of Sale of Personal Information to Third Parties

You have the right to opt out of any sale of your personal information
by us to third parties. Please note that your right to opt out does not
apply to our sharing of personal information with service providers,
who are parties we engage to perform a function on our behalf and
are contractually obligated and permitted to use personal information
only within the scope and for the purposes specified in the contract.

(3) Right to be Free from Discrimination
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You may always exercise all rights and we will not unlawfully
discriminate against you for exercising your rights under the CCPA.

(4) California Shine the Light Law

Residents of the State of California have the right to request
information regarding third parties to whom the company has
disclosed certain categories of personal information during the
preceding year for the third parties' direct marketing purposes. If you
are a California resident and you wish to opt out, please send us an
email at service@hahavending.com.

12.2 Collection and Disclosure of Personal Information

The personal information collected and disclosed in the preceding 12
months are indicated below:

Category of
Personal
Information(Corres
ponding to the
categories listed in
CCPA § 1798.140
(v)(1))

Colle
cted

Data
source

Business or
commercial
purpose for
collecting and
using

Discl
osed

To whom
we
disclosed
and the
purposes
of
disclosur
es

A. Identifiers such as
a real name, alias,
postal address,
unique personal
identifier, online
identifier, Internet
Protocol address,
email address,
account name,
social security

name
,
email
or
What
sApp
,
count
ry,
cooki

provid
ed by
you;

collect
ed by
cookie
s

 Process
your
inquiry

 stay in
touch

 give you a
quote

 help you
learn more

√

 To

data

storag

e

provid

ers,

for

safe

data
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Category of
Personal
Information(Corres
ponding to the
categories listed in
CCPA § 1798.140
(v)(1))

Colle
cted

Data
source

Business or
commercial
purpose for
collecting and
using

Discl
osed

To whom
we
disclosed
and the
purposes
of
disclosur
es

number, driver’s
license number,
passport number, or
other similar
identifiers.

es or
purchase
equipment

 communic
ate with
you about
our
products
and/or
services.

 send you
marketing
text
messages

 use
cookies to
provide a
better
service, for
details,
please see
our Cookie
Policy

storag

e.

 For

disclo

sure

of

inform

ation

collect

ed

throug

h

cookie

s,

please

see

the

Cooki

e

Policy.
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Category of
Personal
Information(Corres
ponding to the
categories listed in
CCPA § 1798.140
(v)(1))

Colle
cted

Data
source

Business or
commercial
purpose for
collecting and
using

Discl
osed

To whom
we
disclosed
and the
purposes
of
disclosur
es

B. Personal
information as
defined in the
related California
customer records
law, such as name,
signature, social
security number,
physical
characteristics or
description, address,
telephone number,
passport number,
driver’s license or
state identification
card number,
insurance policy
number, education,
employment,
employment history,
bank account
number, credit card
number, debit card
number, or any other

phon
e
numb
er

provid
ed by
you

 Process
your
inquiry

 stay in
touch

 process
your
message

 give you a
quote

 help you
learn more
or
purchase
equipment

 communic
ate with
you about
our
products
and/or
services.

√

To data
storage
providers,
for safe
data
storage
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Category of
Personal
Information(Corres
ponding to the
categories listed in
CCPA § 1798.140
(v)(1))

Colle
cted

Data
source

Business or
commercial
purpose for
collecting and
using

Discl
osed

To whom
we
disclosed
and the
purposes
of
disclosur
es

financial information,
medical information,
or health insurance
information.

 send you
marketing
text
messages

C. Characteristics of
protected
classifications under
California or federal
law.

N/A N/A N/A N/A N/A

D. Commercial
information,
including records of
personal property,
products or services
purchased,
obtained, or
considered, or other
purchasing or
consuming histories
or tendencies.

N/A N/A N/A N/A N/A

E. Biometric
information.

N/A N/A N/A N/A N/A



22 / 26

Category of
Personal
Information(Corres
ponding to the
categories listed in
CCPA § 1798.140
(v)(1))

Colle
cted

Data
source

Business or
commercial
purpose for
collecting and
using

Discl
osed

To whom
we
disclosed
and the
purposes
of
disclosur
es

F. Internet or other
electronic network
activity information,
such as browsing
history, search
history, and
information
regarding a
consumer’s
interaction with an
internet website
application, or
advertisement.

N/A N/A N/A N/A N/A

G. Geolocation data. N/A N/A N/A N/A N/A

H. Audio, electronic,
visual, thermal,
olfactory, or similar
information.

N/A N/A N/A N/A N/A

I. Professional or
employment-related
information.

job
title

provid
ed by
you

 communic
ate with
you about
our

√

To data
storage
providers,
for safe
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Category of
Personal
Information(Corres
ponding to the
categories listed in
CCPA § 1798.140
(v)(1))

Colle
cted

Data
source

Business or
commercial
purpose for
collecting and
using

Discl
osed

To whom
we
disclosed
and the
purposes
of
disclosur
es

products
and/or
services.

 send you
marketing
text
messages

data
storage

J. Education
information, defined
as information that is
not publicly available
personally
identifiable
information as
defined in the Family
Educational Rights
and Privacy Act (20
U.S.C. Sec. 1232g;
34 C.F.R. Part 99).

N/A N/A N/A N/A N/A

K. Inferences drawn
from any of the
information identified
in this subdivision to

N/A N/A N/A N/A N/A
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Category of
Personal
Information(Corres
ponding to the
categories listed in
CCPA § 1798.140
(v)(1))

Colle
cted

Data
source

Business or
commercial
purpose for
collecting and
using

Discl
osed

To whom
we
disclosed
and the
purposes
of
disclosur
es

create a profile
about a consumer
reflecting the
consumer’s
preferences,
characteristics,
psychological
trends,
predispositions,
behavior, attitudes,
intelligence, abilities,
and aptitudes.

L. Sensitive
personal information

N/A N/A N/A N/A N/A

For more details regarding personal information collected and disclosed
under each category, you may refer to Appendix 1 and Appendix 2 of this
Policy. Please note that we did not sell (as defined by the CCPA) any of your
personal information in the preceding 12 months. We may share (as defined
by the CCPA) your personal information collected through cookies and similar
technologies with the relevant parties, for details please see our Cookie
Policy. You can opt out of our sharing your personal information through the
contact information published in Section 10 of this Policy. In addition to these
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controls, we will automatically opt you out of sharing if we receive a Global
Privacy Control signal from you that reflects your choice to opt-out of sharing.

Our services are not for use by anyone under the age of 16. We do not
knowingly provide services to anyone under the age of 16 nor do we have
actual knowledge that we share the personal information of users under 16
years of age. And we do not share sensitive personal information.

12.3 Changes

We will update this section which is applicable to California residents as
required by the CCPA from time to time.
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Relevant Terms and Definitions

1. We: stands for the operator - Wuhan HAHA VENDING Science and
Technology Co., Ltd. and its affiliated companies.

2. Collection: refers to the behavior of gaining control over personal
information, including voluntary provision by the data subject, automatic
collection by interaction with the data subject or recording the behavior of the
data subject, and indirect acquisition by sharing, transferring and collecting
public information.

3. Deletion: refers to the behavior of removing personal information from the
system involved in the implementation of daily business functions, so that it
cannot be retrieved and accessed.

4. Personal Information: refers to all information recorded electronically or
otherwise, which, independently or in combination with other information, can
identify the specific natural persons or reflect the activities of specific natural
persons.

5. Public disclosure: the behavior of releasing information to the society or to
non-specific groups of people.

6. Sharing: refers to the process in which a personal information controller
provides personal information to another controller, and both parties have
independent control over the personal information.

7. Transfer: refers to the process of transferring control over personal
information from one controller to another.

8. Minor：this term is defined differently under different jurisdictions, so please
refer to your jurisdictions.
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